Internet & ICTs in the Workshop

It’s hard to run a technical service centre without access to the Internet. So often it’s the only way to get information, acquire software and stay in touch with developments in the IT market.

It is probably difficult to manage all these needs with the connection speed a modem gives. Instead, the centre will probably need to use a dedicated Internet link such as an ISDN (Integrated Services Digital Network) or another form of permanent connection such as ADSL (asynchronous digital service line).  A local internet service provider, likely the national telecommunications service, will sell dedicated connections, often on a subscription basis. They can be costly, but in some cases it may be possible to negotiate a reduced rate on the basis of the centre’s nonprofit status and role it plays in the educational sector.

A permanent connection to the internet requires different hardware and set-up than a connection over a phone-line. Because its connection speed is faster, the link can be shared throughout the office without compromising the rate at which files on the internet load on individual computers. Because the internet connection is permanent, some security measures optional for dial-up users become mandatory. Because one central machine will become the common access point through which all others gain access to the internet, the computer directly connected to the Internet line must be configured in a special way.

To share a network connection requires the computers to be networked in what’s called a LAN, or Local Area Network. The computer that maintains the connection to the internet via a linking device – sometimes called a DigiCon modem, or an ADSL modem, or a leased line modem – is called the server, and it needs to be built in a different way than any other computer on the network. Computers that use the server to access the Internet are called clients. Between the clients and a server is a switch or a hub. An Ethernet cable runs between each computer’s network card and the switch or hub. Because switches have higher capacity and can connect more computers through a single device, it’s advisable, though not absolutely necessary, to use switches. 
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(graphic adapted from http://www.k12ltsp.org/installation)

The first difference between a server and its clients is physical. The server will require at least two network cards:  one to feed internal activity out toward the internet, and the other to handle incoming traffic from the internet to the LAN. 

The server will also need to be configured to run a number of services that enable clients to use it to access the internet: it needs to give its clients addresses, it needs to provide a path for its clients’ requests, it needs to act as its clients’ gateway and forward their requests, it needs to decode people’s requests for website names into website numbers, and it needs to protect itself and its clients from the security risk that comes with a permanent position on the Internet. These services go by the names DHCP, routing, domain name service, masquerading, and firewall. 

These names need not intimidate – it’s relatively straightforward to install these services. In fact, whenever an LTSP server is built, most of these services will be installed by default. The same is true if a Windows 2000 computer is set up to share its internet connection. (see Network Setup)

This section is not intended to describe how to set up these things, but to list what kind of advantages having a server in the office can bring, and what kind of protective measures a centre should take when such a resource is in place. 

An office server doesn’t just provide an outbound connection to the Internet, it also provides a link between computers in the office. A server can provide a central access point for all a centre’s important files on a shared drive. This shared drive can be a central filing cabinet for keeping client information, templates for reports, timesheets and other administrative resources. For instance, whenever someone needs to print another set of copies of packing sheets, product specification sheets or another set of training materials, it’s easiest if those resources can be accessed by any computer in the centre. Eliminating the need to be at a certain computer to perform a certain task helps to increase everybody’s access to the resources that help make an office efficient.

An office server can also be configured as a webserver that’s visible only to people on the same local area network. A webserver is a natural place for displaying documentation about procedures, storing lists of commonly retrieved data such as client lists and contact numbers, and other kinds of assets that need to be frequently referenced by many different people. A paper list can only be in one place at one time; a list displayed by a webserver can be shown by as many computers that have access to it and an internet browser to view the files it serves. One supplier of computers uses its webserver to keep documentation about its in-house technology, notes about configuration, and a list of all its clients which use its internet service as well. It’s a good idea, too, to keep things like office policies on the webserver, so that employees can read the rules and regulations of the centre when they’re not sure what to do. Anything that needs to be disseminated widely within the organization is a good thing to consider posting on the in-house webserver, sometimes called an intranet. Anything that would go on a bulletin board should go there.

An office server can also be a fileserver for technicians. For instance, many of the utilities used for testing need to run from a floppy or stiffy disk, but it’s well known that floppies eventually burn out, and sometimes they don’t survive long in what can be a chaotic workshop environment – they can fall off tables, get stepped on, get jammed in drives, and lost. So they’ll need to be replaced often. Rather than copying a colleague’s disk, or downloading the utility from the internet again, the original version should be accessed from the fileserver. Similarly, sometimes a series of computers will need a small piece of software to be added during final configuration. If technicians can access those resources using a fileserver, it eliminates the need for burning of CDs or putting the whole computer through the imaging process all over again for the sake of a few megabytes of data. Sometimes drivers downloaded from the internet in the course of preparing one disk image will be reusable on another. Keeping all these resources and developing them into a library of useful software will save time and internet bandwidth. 

An essential feature of a good inventory management system is centralization: all the information about what’s in stock and what’s been distributed should be kept in one place. Using the server to store all the inventory data prevents it from fragmentation. Whether the centre is using spreadsheets, point of sale systems or a database, all the information should be kept on the server, and each computer should access that common data rather than maintain separate records. If the inventory is kept in a database, it should be installed and run from the central server; spreadsheets and tracking number records should likewise be kept on the file server, in a special section dedicated to inventory tracking. 

A server can also provide access to a printer which everyone can use and access. Administrative controls or rules may have to be implemented in order to cut down on paper waste and usage, but the availability of a network printer means no one person has to be disturbed whenever someone else needs to use the printer connected to one machine only.

A server can also be used to back up critical resources stored on other drives. The server itself should also be backed up on a regular basis. A CD writer, used to record files to a compact disk on a regular basis, is the easiest backup plan to implement.

Where should computers go? What should be connected to the server?

A server brings advantages, but in the end the server is only useful insofar as it can be accessed by others. This means that the layout of the network in the office needs careful planning.

The number of staff and volunteers, the size of the workshop space and the volume of production will all help to determine the number of computers that will be needed in the office, as well as their placement.

Generally, a computer should be placed at every inventory ‘choke’ point – for instance, wherever inventory moves in and out of storage, and if possible, wherever stock changes location or status, such as moving out of testing and into configuration, or passes the burn-in test and moves to the final configuration stage. The presence of a networked computer, able to access and change information about the movement of inventory, will help to maintain the integrity and accuracy of the records. 

Two or three computers should be available within the workshop for researching and troubleshooting. Technicians need access to the Internet to solve problems, download drivers and to read documentation. They should also be encouraged to use email to communicate with colleagues and clients, as well as other applications as a way to promote basic IT literacy and productivity. It’s not a bad idea to install typing tutors on these general-access computers either, and to encourage technicians to become more proficient typists. Thin clients are ideal for the workshop. 

Two or three other network points should also be available in the workshop. The process of capturing the arrangement of data on one hard drive is called imaging, and the name given to the client from which the image is drawn is ‘the golden client’. Imaging copies a golden client’s entire disk surface, whether the parts of the disk have data or are empty. It’s easiest to prepare certain kinds of golden clients (particularly Windows ones -- see Multiple Installations) when they’re directly connected to the Internet. 
Some hardware-identification utilities such as IBM’s, for example, work only if the computer’s on a network. After the golden client has been prepared, drivers and other downloads should be uploaded to the fileserver, with the aim of building a local driver library that reduces the reliance on the Internet. The golden client should be removed from the network point and freed for other uses or computers once it’s complete. 

Those responsible for liasing with customers and partners will also need access to the Internet; those on a helpdesk will too. 

Safety and Security

A dedicated Internet connection requires that special measures be taken to protect the server and every computer attached to it. Integral to the security of the IT in the centre is the firewall.

A firewall is a program designed to control access to computers that have been configured to interact with other computers. Everything that happens on a network happens according to protocols, or ways of doing things, and uses certain ports to do things. Web browsing, for instance, takes place over port 80. Mail is sent through port 25 and typically received through port 110. Firewalls help to identify what kinds of ports are visible to other computers, and to define the rules under which certain things are allowed or forbidden to take place. Firewalls are also smart about the vulnerabilities that certain services and programs are subject to, and help to reduce the chance that data will be lost, that services running on the server will be interrupted, or that the server will be taken over by others and used for malicious ends.

A good, stable, and simply installed firewall for Linux operating systems is Shorewall. It is well documented; it comes with sample configurations and instructions about how to configure the firewall to allow the services you want and deny the ones you don’t. It’s available at shorewall.net. 

A reasonable, free firewall for the Microsoft platform is one called ZoneAlarm, available from zonealarm.com. Many others exist; some will be bundled with other security packages such as anti-virus software.

Virus protection is another consideration for any network. Viruses have the ability to corrupt and destroy data, to make computers do strange things like reboot constantly. They can spread quickly and sometimes without any user intervention. Viruses spread most commonly as attachments in email; ‘worm’ is the name given to a virus that spreads itself. 

The most damaging viruses have historically taken advantage of flaws in Microsoft programs; some people go so far as to say it’s impossible to design a virus that either infects or spreads via Linux systems. 

All Windows machines should have some sort of virus scanning software installed. Common ones include those produced by McAffee, Norton Utilities and Symantec. Often it’s possible to secure a license office-wide, which grants permission to install protection software on all computers in the office. Virus protection software, however, is only as good as the frequency with which it is updated. Since it can only protect people from the viruses it knows how to recognize, it’s essential to download what’s called virus definition updates on a regular basis. Some offices do so daily; it’s a good idea to charge one person with responsibility for ensuring that virus protection is installed on every computer. Data is too valuable to risk losing.

Virus scanning software can also be installed on mail servers. Some internet service providers provide virus scanning on all the mail it handles. Some ISPs charge for this service. Any local mail servers should be configured to scan all mail as well. 

Linux systems may be better suited as servers than Windows ones, since Linux servers are impervious to the malicious viruses that would otherwise damage a Windows server. 

Linux distributions also include most of the services required of a server direct from their installation media. A webserver called Apache is a standard add-on with almost all Gnu/Linux distributions. If a Linux server is to enable filesharing between Windows computers, a service called Samba needs to be installed and configured.  Database programs such as MySQL and PostGreSQL are included with standard distributions; so is php, arguably the most popular of the programming languages that enable integration of databases into web-based environments. Network printing can be enabled on a Linux system. All of these add-ons can be implemented at the time of installation. Users of K12LTSP will be able to install an office server from the same media used for installing the terminal server. 

Windows platforms can run supply network printing and filesharing, and run a webserver and databases as well, but these latter two programs need to be sourced separately on consumer platforms such as Windows 2000.

This document is based on draft text taken from the bridges.org report
"Set-up and Operation of a Computer Production and Support Centre - A
How-To Guide", to be published July 2004.

